Gentran Audit Notification Service
Purpose: Documentation on how to setup Gentran Audit Notification service using Office 365 smtp
relay.
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Exchange Online
1. Navigate to Exchange Online Portal
https://outlook.office365.com/ecp/?rfr=Admin_0365&exsvurl=1&mkt=en-US&Realm=candle-
lite.com
Locate recipient mailbox — user@candle-lite.com (Must have 0365 E1 or higher license)
Select Edit (Pencil Icon)
Navigate to Mailbox Delegation
Associate permissions for genadmin@candle-lite.com on user mailbox.
a. Sendas
b. Send on behalf

A

USER PRINCIPAL MAME a

NT AUTHORITY\SELF

» mailbox delegation

Save Cancel


https://outlook.office365.com/ecp/?rfr=Admin_o365&exsvurl=1&mkt=en-US&Realm=candle-lite.com
https://outlook.office365.com/ecp/?rfr=Admin_o365&exsvurl=1&mkt=en-US&Realm=candle-lite.com
mailto:user@candle-lite.com

Gentran Server

1. RDP to EDIServer using named account:
a. Username: GenAdmin
b. Password: EDICL10

2. Launch application Gentran Server

3. Navigate to Gentran Server System Configuration
a. Tab: Audit/Notification
b. Select: Server under Audit/Notification Server section

Za Gentram:Server for Windows System Configuration

Directories | Security I Impoits | External Data I
Cantrollers I System | Mailbox | Splitter Audit/Notification | Users
— Audit Messag
'% 1 This aption will alaw you to view, edit or define
new audit messages.
! Messages... |
— Motificatior:
i __; iz optian will allovs you ta set up notification
SR This option wil al to set up natiicat
- !
0 events on audit meseages. ﬂntlhcatmns...l
r— Operatar

This aption will allovs you to set up operators to be

alerted when a notification event occurs.
DOperators...

r— Budit/Motification Server

i

Thiz option will allow you to configure settings for
the Audit/Notification S erver.

&

—&udit Log

Thiz option will allow you to purge the entries from

the Audit Log. Purge... |

[

4. Select notifications tab:
a. Set Full Name: GServer@candle-lite.com
b. Email Address: Select valid user mailbox @candle-lite.com
c. Smtp server/port: comOle.mail.protection.outlook.com / 25



mailto:GServer@candle-lite.com
mailto:darnado@candle-lite.com

{i¥ Gentran Audit,Notification Server Properties - EDISERY... [Hj[E

"Datahaze Motifications

Audit/Matification uzes either MAP| ar SMTP to zend e-mail and
alphanumeric pager notifications. Select whether you would like to use a

AP profile or specify an SMTF server.

[ Use MR

MAF] Prafile: one) =
Full Mame |G serven@candle-lite. com

E-mail address |D amadof@candle-fite. com

SMTP Server/Port comO] e.mail

™ My server requires authentication

Account Hame |

Fazzword I

Log File |E:'\Log\BADMAIL. log

Audit/Motification uses a modem for numeric pager notifications. Enter the
communications port [eg: COMZ2:] where your moden is installed.

Camm Paort: I

Ok, I Cancel I Appli

Help

Gentran Server: Windows Registry
1. Open application: regedit.exe (run as admin)

2. Navigate to the path: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Sterling
Commerce\GENTRAN\AuditNotification\5.2\Server

3. Enter in SMTP field values manually
SMTPAccountName: blank
SMTPAcctPassword: blank
SMTPEmailAddress: valid user email address (@candle-lite.com)
SMTPFullName: Gserver@candle-lite.com
SMTPLogFile: C:\Log\BADMAIL.log
SMTPPort: 25

SMTPServer: candlelite-com0le.mail.protection.outlook.com

a.

™m0 oo T

ab| SMTRACCEName

ab| SMTRACcEPassword

ab| SMTPEMailaddress
ab| SMTPFUlMame

ab| SMTPRLogFile

ab| SMTPPOr:

ab| SMTPServer

REG_5Z
REG_3Z
REG_3Z
REG_3Z
REG_3Z
REG_3Z
REG_3Z

4. Close registry editor
5. Reboot Windows server

a.

Stop Gentran services prior to restarting

net stop "GENTRAN:Server Executive"

Darnado@candle-lite, com
Goerver@candle-lite. com

ChLog BADMAIL log

25
candlelite-coml1e.mail. protection. outlook, com

net stop "GENTRAN:Server Communications"

net stop "GENTRAN:Server Mailbox"


mailto:Gserver@candle-lite.com

iv. net stop "GENTRAN Audit Notification"

Audit Notification — Test

1. After Gentran Windows Server reboot Start Gentran services
a. net start "GENTRAN Audit Notification"
b. net start "GENTRAN:Server Mailbox"
c. net start "GENTRAN:Server Communications"
d. net start "GENTRAN:Server Executive"

2. Launch Gentran Launch application Gentran Server

3. Navigate to Gentran Server System Configuration

4. Tab: Audit/Notification

o Gentran:Server for Windows System Configuration

Directories | Security | Imparts | Extemal D ata I
Controlers | System | Maibor | Spliter Audit/Natfication | Users
— Audit Meszag

F:% Thiz option will allow wou ta view, edit or define

hew audit meszages.
Messages...

- Notification
Thiz option will allow wou ta set up notification
events on audit messages. L
Motifications. ..
i~ Operator
Thiz option will allow vou to set up operators to be
aslerted when a notification event occurs.
Dperatars.
i~ Audit/Notification Server

Thiz option will allow vou ta configure settings for
the Audit/Motification Server.

— Audit Log

0 Thig option will allow wou to purge the entries from
the Audit Log Purge...

5. Select: Operators
6. Select an Operator by double clicking

¥ Gentran Operators

File Wiew Help

ngx @ 2

Email Address

7. Select “test” from the email section



Operator Properties =1

General |

ﬁ NT User D2

Name: | —

’V [ Tast

Email Address:

>

@ Numeric Pager (Phone Number)
n € Alpha Nureric Pager [Emall Address)

[ Tiest
0k | Cawdl | amy | Hem |

8. A successful test will show the following dialogue

Gentran Operators E3

{ The test email notification was generated successfully, Please
' werify that vour email system received the test email notification,




